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Abstract

Assuringandevolvingconcurentprogramsrequiresun-
derstandingthe concurency-elateddesigndecisionsused
in their implementation Souce codeoftendoesnotreveal
thesedesigndecisionshecauséhey maynothavepurelylo-
cal manifestationsn the code or becausehey cannotbe
inferred from code As a result, this designintent is usu-
ally notexpressedandit is therefore geneslly infeasibleto
assuethatconcurientprogramsare freeof raceconditions.

We describea prototypeEclipse-basetbol developedas
part of reseach toward a practicableapproach to captur
ing and assuringdesignintent. Throughthe useof anno-
tationsand composablestatic analysesve canhelp assue
consistencyf codeandintentasbothevolve Thedominant
designconsideation for the tool is the principle of “early
grati cation"—someassuancecan be obtainedwith min-
imal or no annotationeffort, and additional incrementsof
annotationor other effort are rewardedwith additionalin-
crementof assuance

1 Intr oduction

The vision of the Fluid projectis to reducethe rigidity
and brittlenessof software systems.We ervision software
thatcanbe bothdependabland uid: adaptve to a steady
streamof changeghroughoutits evolution. We aredevel-
oping techniqguesandtools to assistmainstreanprogram-
mersbothin creatingassuranceegardingsoftwaredepend-
ability propertiesandin accomplishingsigni cant software
changewhile preservingthoseproperties. In the latter re-
gard,ourintentis to reduce'softwarerot”—the persistence
of inappropriateabstractioneyondtheirtime—bymaking
it much moreef cient to accomplishsuchchangessafely
This paperdescribesour work to extend the Eclipse Java
IDE to prototypeatool to captureandassurelava program
concurreng policy.

We have implementeda prototypetool within Eclipse
that embodiesthe programanalysistechniquesdescribed
in previous work [2, 6, 7]. Our tool designis funda-
mentally in uenced by our desire that our approachbe
adoptableby working programmersthatis, programmers
on a deadlinewho are not experts in formal methods.
Thuswe avoid recordingexplicit representatiomvariants:
we insteadrecordprogrammeidesignintent usingannota-
tions that describemodelsof mechanicalprogrambeha-
ior. Theseannotationgreintendedo answemuestionghat
theprogrammeis lik ely alreadyconsidering For example,
what statedoesthis lock protec®? Whatlocks needto held
whenthis methods invoked?. Our annotationanguageor
concurreng-relateddesignintentis describedn [7, 5]. We
introduceourtechniquehereusingtheBoundedFIFO class,
which implementsa sharedbuffer betweentwo threads,
takenfrom the ApacheJakartd_og4j sourcecode.Consider
theannotatecindelidedcodefragmentbelow:

1/**  @lock BufLock is this protects Instance ¥/
2 public class BoundedFIFO {

3 [* (@aggregate [] into Instance

4 *  @unshared */

5 LoggingEvent[] buf;

6 int numElts = 0, first =0, next = 0, size;
7

s [** @synchronized

9 *  @borrowed this */

10 public  BoundedFIFO(int size) { .. }

11

12 [* @requiresLock  BufLock */

13 public Loggingévent get) { .. }

14

15 [**  @requiresLock  BufLock */

16 public void put(LoggingEvent o { .. }

17

18 public  synchronized void resize(int newsSize)
1w { ... }

20 }

The @lock annotationon line 1 de nes a namedlock,
BufLock . It declaresthat the BoundedFIFO objectin-
stancethis , is intendedto protectall the objects elds.
Recallthat Java hasno way to expressthe associatiorof



locks and sharedstate,thoughthereare corventions. Use
of the @requiresLock annotationon lines 12 and 15 in-
dicatesthat holding a lock on the BoundedFIFO object
(e.g., synchronized (fifo) e = fifo.get(); )
is a prerequisitefor invoking thesemethods. Lines 3 and
4 aggreyatethe buf array's elementsinto the stateof the
BoundedFIFO objectinstanceand declarethat references
to thearrayarenot “leaked” to otherobjectswithin thepro-
gram. Lines 8 and 9 declarethat the constructorbehaes
“lik e” a synchronizednethod.Speci cally, the constructor
doesnot“leak” areferenceo theobjectandthustheobject
cannotbe accessedoncurrentlyduring construction.

Betweenversionsl.0.4and 1.1b1of Log4j, a resize
method,declaredon line 18, was addedto the class. As
the nameimplies, this methodalters the capacityof the
buffer. Unlike the other methodsin the class,resize is
synchronized , meaningthatthe implementatiorrunsin-
side a critical sectionlocked on the BoundedFIFO object
itself. A client of a FIFO object doesnot have to lock
the FIFO beforeinvoking this method,andindeedupdated
clients of BoundedFIFO objectsdo not acquireary locks
beforeinvokingit. Theimplementatiorof methodresize
is consistentvith the locking modelfor the class:thelock
ontheobjectis acquiredbeforethe stateof the objectis ac-
cessedOur prototypetool usesstaticanalysigechniqueso
assurghatthedesignintentdescribedy ourannotationss
respectedby the sourcecodeof the program.

The designof our tool is in uenced by our focus on
adoptability We wish to provide the programmeusingour
tool with “early grati cation”—someassuranceshouldbe
obtainablewith minimal or no annotationeffort, and ad-
ditional incrementf annotatiorshouldbe rewardedwith
additionalincrementsof assurancer warningsof model—
codeinconsistenciesOur prototypetool thus supportsan
interactve anditerative assurancerocess. The program-
mer builds up assuranceesultsby graduallyexecutingas-
suranceanalysesandintroducingannotationsThusfor our
principleof earlygrati cation to besatis ed,aprogrammer
mustbe rewardedwith usefulassuranceesultswithin the
rst few iterations,andshouldnot have to introducelarge
numbersf annotations.

Our tool allows assuranceto proceedincrementally
acrossthe codebaseandacrossthe modelsof intent. Un-
like similar tools, suchas RACEFREEJAVA [3] and Guava
[1], we do not requirethatthe entireprogramto beassured
thread-safat once. Thesetools usemodulartype systems
thatallow the programto be analyzedon a perclassbasis,
but requirethewholeprogramto beannotatedeforemean-
ingful analysiscanbe performed. This is evident, for ex-
ample,in therequirementhatall elds beassociateavith a
lock, andin theassumptiorthatany referenceo anobjectis
goingto beto athread-saf®bject. Suchassumptionsnake
it dif cult to obtainmeaningfulincrementatesultsbecause

thereis no provision for distinguishingcodethatis not yet
annotatedrom codethatis annotategndinconsistentith

its annotationsOur approachs to considerannotation$ as
speci cationsof modelswith which sourcecodeshouldbe
consistent. Additional annotationghusdescribeadditional
modelsof designintent. An unannotatedlassis merelya
classthathasno modelsthatit shouldbe assuredagainst.
Our approach by only reportingcode—modetonsisteng

resultsin the presencef explicit programmergiven mod-
elsof designintent, avoids falsepositive results.However,

to assistthe programmerour tool reportsa classof mes-
sages,‘suggestions, that do not indicate code—modeln-

consistenyg, but rathercall to the attentionof the program-
mer placeswhereadditionalassurancés probablypossible
if additionaldesignintentis speci ed. Thesemessagesye

have found,needto beclearlyseparatedrom assurancee-

sults.

Anotherdistinguishingfeatureof our approachandits
prototypeembodimentijs that we wish to go beyond “bug
hunting” It is just asimportantto provide positve assur
ancethatcodeis consistenwith intentasit is to reportthe
inconsistenciesSimilar tools suchasESC/Jaa[4] arein-
tendedto nd statically errorsthat would otherwiseonly
be caughtat runtime, if at all, becauseheir manifestation
may be nondeterministicSuchtools, which includemodel
checlers,therefore arefocusedon negativeresults,andare
typically incapableof providing explicit positiveassurance
that the programis consistentvith the speci ed model of
designintent. A runwith nowarningsmustusuallybeinter
pretedto meanthatthetool wasunableto nd ary inconsis-
tencies but cannotreliably be interpretedo meanthatthe
modelis satis ed by the program. Our tool is silentonly
whenthereareno modelsto assureOur overall objectveis
to provide “chainsof evidencethatlink togetherexpressed
designintent, analysisresults,and codesegmentsto docu-
mentthereasoningehindeachassuranceesult.

In what follows, we rst describeour prototypeassur
ancetool andhow it is incorporatednto the EclipselDE.
Wethenbrie y discussourframeawork for representinglata
in generalandfor representingasza programsspeci cally.

2 The Fluid EclipsePlug-Ins

Our prototypeassurancéool is implementedasa setof
plug-insto the Eclipse Jasa IDE. Integration with an ex-
isting IDE allows our engineeringeffort to be focusedon
the implementationof our analysisand assuranceénfras-
tructureratherthanon infrastructuraltasksrelatedto Java
front-ends,con guration managementyserinterface, etc
Incorporationwithin an IDE is also important pedagogi-
cally becauseof our desirethat the programmerhave an

1Externallibraries(suchastheJDK) andmissingcodecanbeannotated
usingexternal®les containingour annotationsn XML.



Figure 1. The Fluid concurrenc y polic y assurance tool integrated within Eclipse .

incrementabnditerative “conversation’with theassurance
tool: to beadoptablepurtool mustintegratewell andcom-
plementexistingtools.

Figurel shavsanexampleof anEclipseworkspacevin-
dow containingour tool, visible as the “Code Assurance
Information” view belowv the ervironments standardJava
editor Here, the editor shaws a portion of the annotated
BoundedFIFO class. Our assurancéool hasbeenrun on
the Log4j version1.2.8 sourcecode (roughly 15kLOC of
Java). Theresultsareshowvn in the “Code Assurancénfor-
mation” view. The“Assurancd.ocator”view in theupper
right aggregatesresultsby Java package The scalablepre-
sentationof assuranceesultsand, indeed,the entire user
experienceas afundamentaissuein the adoptabilityof our
tool andis on-goingresearchResultsin our “Code Assur
ancelnformation” view include:

Positiveassuanceof model-soure codeconsistency
Theseresultsare marked by a greenplus icon. An
example of this type of resultis shovn in Figure 1.
Speci cally, analysesfound 41 eld accessesvhere
the elds areaccessedvith the appropriatdock held.
Double-clicking on theseresults focusesthe editor
window ontheline of sourcecode.

Identi cation of model-soure code inconsistencies
i.e., assurancdailures. Theseresultsare marked by

ared“x” icon. Theseindicatea casewherethe static
analysisis unableto assurethe consisteng of source
codeandlocking model.

Warnings of possiblemissingintent This kind of re-
sult highlightspossiblenext stepsfor the programmer

toward expressingdesignintent or improving an as-

suranceaesult. We marktheseresultswith a blue “i".

Becausethe natureof this kind of resultis different

from theothertwo types,the programmeranelideall

“I” resultshby togglingthe“i” buttonin theuppetright
cornerof theview. Experiencavith ourtool hasshovn
that these“suggestions’can clutter assuranceesults
and,becausehey arenot baseduponprogrammesex-
pressediesignintent, canhave a numberof falsepos-
itives.

Our prototype assuranceool is implementedas two
Eclipseplug-ins. The Fluid Plug-inis alibrary of our anal-
yses,datastructuresand other concernghat are not han-
dled by Eclipse. It alsocontainsthe routinesfor cornvert-
ing from Eclipserepresentation® our own. This plug-in
is approximatelyl17kLOCof Java. It doesnot de ne ary
Eclipseviews or otheruservisible GUI items. The Fluid
AssuancePlug-in de nes the “Code Assurancdnforma-
tion” view and providesthe meansfor an Eclipseuserto
run assurancanalysesandinteractwith the results. It is
relatively small, only several thousandines of Java code.
Eclipseitself is approximately600kLOC. Figure 2 shows
the generalrelationshipbetweenthe two plug-insandthe
Eclipseervironment.

The Eclipseuserinteractswith our tool via the “Code
Assuranceénformation” view providedby the Fluid Assur
ancePlug-in. Theassurancanalysesreinvokedby anin-
cremental‘sub-kuilder” of the Eclipse Java builder. The
Fluid assurancebuilder allows analysesto be de ned as
Eclipseextension-points.In addition, analysesnay spec-
ify prerequisiteanalyses—allwing largerassuranceesults



__Assurance Builder Analyses
_Java Parser
{ Java AST [ ] Java CFG |

Java Binder++

Java Binder

«—11 GUI (SWT, jface)

Figure 2. Data o w in our assurance tool.

to bebuilt upin smallpieces.We emphasiz¢hatouranaly-
sesare notinterprocedurabr whole-programeachclassis

analyzedndependentlyisingonly the annotatednterfaces
of otherclasses.Annotationssene as cutpoints,enabling
globalanalysisto be avoidedandopaquecomponentso be

integratedsafely contingenton the validity of their anno-
tations. This hassigni cantly in uenced the designof our

analyses.Our useof an Eclipsebuilder allows analysedo

berun automaticallyassourcecodeis changed:

More speci cally, the Fluid AssurancePlug-in bridges
the functionality of Eclipseandthe Fluid Plug-inandpro-
videsourtool'suserinterface.The Fluid Assurancélug-in
drivesanalysisby monitoring resourcechangeswithin all
openJava projectsin the workspace. For eachJava le,
the plug-in hasEclipseparseit into an abstracisyntaxtree
(AST). From this AST, a parallel AST in our own repre-
sentations createdalongwith a control- ow graph(CFG).
Eachanalysisthe codefor whichresidesn the Fluid plug-
in, is invoked on this parallel AST or CFG. Analysisre-
sults,i.e., positive assurancestc, arereportedbackto the
Fluid AssurancePlug-in via callbacks. Analysis also re-
quiresthe binding of lexical namesto their de nitions in
the AST. Eclipseprovidesa source-lgel Javabinder, which
we wrapandaugment.

Analysesnayuseannotationsn two ways,re ecting the
useof annotationsas cutpoints: (1) to assurethat source
codeis consistentwith the designintent describedby the
annotationand(2) to supporttheassurancef anotheikind
of designintent. Figure3 shovs how annotationsndanal-
ysesdependon eachotherwithin our prototypetool. Re-
gion annotationgusedto nameandgroupprogramstatein
aprincipledmanner)reused for example,not only by the

2Thisis anoversimpli®cation.Our assurancbuilderis complicatedoy
thefactthatwe needto inform analysesotjust of Java ®leswhosesource
codehaschangedbut whenary aspectof the Java classchanges. This
includeschangedo Java binding informationwhich are not provided by
theEclipsebuilder protocolor by the EclipseJara compiler Currentlyour
builder monitorschangego 2.class®lesin the projectto infer changes.

Figure 3. Flow of annotation and analysis in-
formation within the Fluid assurance tool.

lock andeffectsanalysis put by the lock andeffectannota-
tions.

3 Representations

As illustrated above, our plug-ins use specialpurpose
programrepresentationgn parallel to thoseprovided by
the Eclipse API. Thesedatastructuresare built on top of
a datarepresentatioframenork that we call the Fluid In-
ternalRepresentatiomr IR. This framework predatesour
work with the EclipselDE andprovidessophisticateder-
sioning and persistencdeatures that while unusedby the
currentprototype,arecritical for the Fluid project's longer
term goalsof studyingtools that manageprogramevolu-
tion. Herewe rst briey describethe IR framework, and
thendescribehe programrepresentationbuilt on top of it.

3.1 TheFluid IR

The IR modelsgeneralpurposedatausingan enhanced
versionof the standardernaryrepresentationuniqueiden-
ti ers, attributes,andvalues. The enhancementae make
include(1) ultra— ne-grainedree-structuredersioning(2)
abstractiorto structuredentitiessuchastreesanddirected
graphsand(3) persistence.

Our implementatiorrepresentsiniqueidenti ers asob-
jectsthatimplementa distinguishednterface,|RNode , that
de nesasmallsetof operationdor gettingandcomparing
identity, andfor gettingandsettingthevalueassociatedith
thatidenti er anda speci c attribute. Attributesaresimply
containerdor valuesndexedby uniqueidenti ers, andmay
optionallybe namedandtyped.A typein this caserefersto
an IR datatype, not the Java notion of type. The frame-
work providesa setof primitive typesincluding the stan-



dardscalartypes,e.g., integer, string,etc, aswell asseveral
comple typessuchas sequenceand records. Attributes
arerepresentedby objectsthataremapsfrom uniqueiden-
ti ers to values.Any uniqueidenti er maybegivenavalue
for ary attribute. Attributesandidenti ers canbe created
dynamically

Comple structures,such as trees, are built in the IR

by consideringa given set of identi ers and a given set
of attributes to de ne the scope of the data structure.
Treesinclude mappingsof tree nodesto unique identi-
ers, “parent” and “child” attributes, and so on. Main-
taining representatiorinvariantsover such a diversecol-
lection of objectsis dif cult. The IR, therefore,contains
classesthat provide familiar high-level APIs, implemen-
tations of which manageand abstractthe underlying at-
tributes.For example theTree clasgprovidesexpectedree
methodssuchasgetParent , getChildren , setChild
anddepthFirstSearch ; thesemethodamanagehe“par-
ent” and“child” attributes“underthe hood” ThelR pro-
videsa sophisticatedibrary of graphclasseduilt ontop of
theidenti er—attributeabstraction.

Datain the IR hasa third component:a tree-structured
version space. A complete identi er—attribute—ersion
triple representaparticularvalueatparticularpointin time.
Changego ary valueproducenew versions.The IR main-
tainsa pointerto the currentversion,which maybequeried
and resetto a previous version. Our implementationis
transparentlyoptimizedby not rememberingary versions
thatarenever asledfor. A tree-structuredersionspaceal-
lows for experimentatiorby providing the ability to return
to a previous versionandmake new changego the values,
startinga new branchin theversiontree.

ThelR alsosupportsdentity-preservingersistencehat
is, the storageandrestorationof subsetof in-memoryIR
structurego andfrom the le system.

3.2 JavaPrograms

Our tool represents Java programusingan augmented
abstrackyntaxtree (AST) storedasIR treescontainingan
additional“operator” attribute. It may appearto be redun-
dantto build our own AST whenEclipsealreadymaintains
one.Ourwork on analysispredatesur useof Eclipse,and
thuswe alreadyimplementedR-basedASTs. More to the
point, several of our analysesequire control- ow graphs
(CFGs). Eclipse currently doesnot provide source-leel
CFGs;we alreadyhave a framawork for generatingCFGs
from our own extensiblelR-basedASTs. Our control- ow
graphsare built from IR-basedASTs following a design
patternin which eachnodein the AST, via its operator
value, de nes a control- ow componentthat has one or
more“holes” in it lled by the nodes children. The edge
representatiorsupportsbidirectionaltraversaland storage

of analysigesults. TheCFGframawvorkis notJasaspeci c:
languagespeci ¢ control- ow componentsare built out of
primitive nodetypesthat abstractlydeterminehow lattice
valuespropagateamongsubcomponentsThe frameawvork
providesa genericwork-list—-basedcontrol o w algorithm
thatis parameterizedby a languageand analysisspeci ¢
transferfunctionthatdetermineshe speci cs of how a par
ticular operatoraffectstheincominglattice value.

Useof the Fluid IR allows usto modelprogrammeide-
sign intent and analysisresultstogetherwith the program
ASTs. It is alsomotivatedby longerterm projectgoalsof
developing new techniquedor visualizing, browsing, and
transformingsourcecodeandmodelsof designintent.
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